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Commaon sanctions for non-compliance with these regulations could have

serious financial and reputational implications for corporations and staff, including:
* Fines

Personal liability and imprisonment of managers or officers

Cease and desist orders

Erasure of data

Public announcements and product recalls

Binding instructions on security features
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https://www.iotsecurityfoundation.org/best-practice-guidelines
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Regulation

Sanctions

Federal Trade Commission Act .

Fines up to $41,484 per violation, per day
Restitution for domestic and foreign victims
Audits (one-off or repeated)

Product recall or cease and desist orders
Imprisonment

Federal court and/or state civil action lawsuit
Requests for documentary evidence

Table 11 Sanctions: Federal Trade Commission Act

Regulatory Requirement

Security-Minded Treatment Examples

Section 52: Dissemination of false °
advertisements .
(misrepresentation) .
Section 45: Unfair methods of competition .
unlawful; prevention by Commission .
(causes or is likely to cause substantial injury) e
Section 50: Offenses and penalties .
(failure to produce documentary evidence) .

Internationally recognised standards

Certification or conformity assessment

Adoption of security and best practice frameworks
Product lifecycle management and support
Encryption

Anonymisation and pseudonymisation
Certification or conformity assessment

Data Protection Policy

Privacy- and security-by-design policies

System or technical logs or backup files

Table 12 Treatment Examples: Federal Trade Commission Act

https://www.iotsecurityfoundation.org/best-practice-guidelines/
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