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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements BJHIZ {4}
” Minimize exposed attack surfaces”
+ NISTIR 8259A IoT Device Cybersecurity Capability Core
Baseline Bd#i{f:
” Logical Access to Interfaces : The IoT device can restrict
logical access to its local and network interfaces, and the
protocols and services used by those interfaces, to authorized
entities only. ”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements BIE %/

” No universal default passwords”

+ NISTIR 8259A IoT Device Cybersecurity Capability Core
Baseline B #i{f:

” Device Identification : The IoT device can be uniquely

identified logically and physically. ”
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of Things: Baseline Requirements BI# %/

” Minimize exposed attack surfaces”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements BIE 2/

” Make it easy for users to delete user data”
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Things: Baseline Requirements P Zff

” Keep software updated”

+ NISTIR 8259A IoT Device Cybersecurity Capability Core
Baseline BdtZi{f:

” Software Update : The IoT device’ s software can be updated

by authorized entities only using a secure and configurable

mechanism. ”
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” Communicate securely”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements B2/

” Communicate securely”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements BIE %/

»

Validate input data”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet
of Things: Baseline Requirements B %/

” Validate input data”

3. EMEW | 33 | — Web AJMEHIZ L H/8A kT8 | CWE-22 : /S b T 8=V 1 (B> 5]
HIZHE T D —PNDOREENRRN & SBATI I D R EAERK L, fIRENTNDT 4 V7 FY~D
NN ORA Y 7' RAEFFLTLE S Mgt (CWE-TOP11)
R ILHE (=]
-IP 7 A7 (CVE-2017-7461)
(5]

+ ETSI EN 303 645 Cyber Security for Consumer Internet

of Things: Baseline Requirements B# %/
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” Validate input data”
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+ ETSI EN 303 645 Cyber Security for Consumer Internet of
Things: Baseline Requirements” B Z(}:

” Implement a means to manage reports of vulnerabilities”
NISTIR 8259 Foundational Cybersecurity Activities for IoT
Device Manufactures (@

” Activity 6: Decide what to communicate to customers and

»

how to communicate it.
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